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Agenda

l. Brief introduction to cryptography

ll. The quantum threat and PQC

lll. The future PQC standards

IV. What are the effects of PQC in practice!
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Symmetric vs. asymmetric

Symmetric Asymmetric

e 87—

K (SK, PK) PK

Shared key K Key-pair
e Must be secret o Private key (SK) — Public key (PK)
o Public key (PK) » Private key (SK)
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Asymmetric cryptography

Key exchange Digital signatures
;ﬁ'lil\:::tz Alice’s
Alice’s key public key
public key

- E *
Bob’s / Message
private Message Em o —> +

key Signature
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X
The quantum threat

e Shor’s algorithm on a large-scale quantum computer
— Discrete logarithm will be “easy” to solve

=) FCC broken

— Factoring will be “easy” to solve
=) RSA broken

o Shor’s algorithm does not apply to symmetric
cryptography

- Grover’s algorithm does, but doubling the key size

Peter Shor speaking after receiving the 2017 Dirac Medal from the ICTP.

5 - . N Author: International Centre for Theoretical Physics
I S e n O ugh (25 6 b ItS I n Ste ad Of I 28 b Its) Source: https://www.youtube.com/watch?v=|7HeDX_7Heg&t=7075
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X
Post-quantum cryptography

o Post-Quantum Cryptography (PQC) refers to asymmetric cryptography
that cannot be broken with quantum computers

— Based on mathematical problems that are not affected by Shor
— Algorithms running on traditional computers
(# quantum cryptography)

o Active area of research in the cryptography community since 2000s

Hash-
Multi- based Code-
variate based
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NIIST PQC competition

5 July, 2022 2023-2024

Winners First
2016 selected standards
Competition

2017

Round |
starts

2024 =
2022 .
Round 4 Additional

69 algorithms 21| algorithms 7 finalists and standards

8 alternates

4 algorithms

New signature

algorithms
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NIIST PQC competition

5 July, 2022 2023-2024
Winners First
2016 selected standards

2017 2019

Competition Round | Round 2

starts
2022 2024 =

Additional
Round 4
7 finalists and standards

69 algorithrg

FPGAs or other Uik
programmable
solutions have

an advantage New signature
algorithms

4 algorithms
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NIST selections

KEM

Signature

SIKE (isogeny)
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X

KEM stats

S T
~128
~256 64 64 64

. ~ 28 1632 800 768

Kyber Winner
~256 3168 |568 |568
~128 40 2249 448 |

HQC Round 4
~256 40 7245 | 4469
~ 28 2244 12323 12579

BIKE Round 4
~256 4640 40973 41229
Round 4 ~ 28 374 330 346

SIKE

(broken) ~256 644 564 596
~ 28 6492 261120 |28

Classic McEliece Round 4
~256 13932 10449922 240
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KEM stats

~128 Significantly
larger keys &
ciphertexts

Latencies will

stay similar or communication
even become and storage
slightly faster overhead
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Signature stats

Agerichm EY T TR

~128

~128 7856
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Algorithm

Sighature stats

Status Security P”V?;‘; key

Significantly

~128 32
larger keys &

i se (Ui

PQC signature -W

landscape will
change when | Larger

new algorithms communication

enter Round 4 AR and storage
overhead
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Why hybrid systems?

We cannot fully trust that the new PQC

schemes are secure .
Pre-quantum | i
— Example: NIST Round 3 finalist Rainbow '
and Round 4 candidate SIKE were broken! 5| Postquantun -
Many recommend using a hybrid system g
- Combine PQC with ECC <
— ANSSI (France) recommends it at least RhaeE | Rhasel2 e
until 2030 = 2025

Time

ECC will not go away for a long time!

Embedded Conference Finland, Sept. 6, 2022

>
Source: ANSSI (2022)
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Hybrid systems: PQC + ECC
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Hybrid systems: PQC + ECC

ECDH(E)

PQC-KEM

ECC overhead
compared to

PQC is small
Increased

footprint may
. be the biggest
PQC-Sign problem

ECDSA-Sign

Document




Key take-aways

Systems designed today should have the ability
to support PQC in the future.

Co-existence of  Reprogrammability  Fixed solutions 2-3 years from Quantum
classical and PQC of FPGA is an (ASIC, TPM) lack algorithms to cryptography for
algorithms. advantage. crypto agility. standards. niche applications.
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